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What is GENEDGE?

We are the Manufacturing Extension Program of Virginia

A unit of the Commonwealth of Virginia

Part of the Department of Commerce / NIST network of Centers across the
country (60 centers, 1500 staff nationally)

20 years of success supporting Virginia businesses

Since 2000, the #1 Bottom  -Line and Top -Line Impact Producer in the
system T over $3.5 Billion of business impact reported

Over 10,500 industrial jobs created / retained

32 staff including two sub -recipient partners, The Manufacturing
Technology Center in SW VA and Old Dominion University in Hampton
Roads
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GENEDGE
What Does GENEDGE Do?

Strategic Innovation and Growth
Continuous Process Improvement
Sustainability

Supply Chain Optimization
Technology Acceleration

Export Assistance

Market Commercialization

Growth —P '
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GENEDGE
First Thing To Know

YOU HAVE ALREADY BEEN COMPROMISED
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GENEDGE
First Thing To Know

Cybersafety

There Is no such thing as cyber security

é & only more secure or less secure

é é the degree is a matter of money and
priorities
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Symantec 2016 Security Report R

(for 2015)

A New Zero -Day Vulnerability Discovered Each Week

Half a Billion Personal Records Stolen or Lost

Spear -Phishing Campaigns Targeting Employees Increased 55 Percent
Ransomware Increased 35 Percent

100 Million Fake Technical Support Scams Blocked

430 million new unique pieces of malware in 2015, up 36 percent from the
year before

Major Security Vulnerabilities in Three Quarters of Popular Websites Put Us All
at Risk

New Mobile vulnerabilities increased 214%

\/Symantec
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What 0s Happening

Indiscriminate Attacks
Destructive Attacks

Cyber. Warfare

o

Espionage: Both.Corporate and Government

Financial and personal information
Medical information c n ' " E

Hackivism
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GENEDGE
Types of Cyber Issues - Technical

1 Wulnerability of a system

Eavesdropping
Spyware
Phishing
Espionage

1 Exploits to/within a system

Trojans

Virus and worms
Denial of service
Botnets

Adware

Dialers
Ransomware

1  Payloads delivered onto a system

Rootkits
Keyloggers
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GENEDGE
Serious Bad Guys

China Russia
PLA Unit 61398 FSB/KGB

. . . o . the Russian signals intelligence, which is currently a part of
Military Unit Cover Designator (MUCD) of a People's Liberation
Army advanced persistent threat unit that has been alleged to be the FSB but has been formerly a part of 16th KGB

a source of Chinese computer hacking attacks department, but others are directed by the Russian Ministry
P 9 ' of Internal Affairs and the Military of Russia.
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GENEDGE

What | s Cyber nSecur.
Prevention --- Where the $ have been in past
Detection ---- Where the $ are moving to now
Responses ---- Taking action during the attack

Recovery ---- Fixing the damages of an attack
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GENEDGE
What Is Coming in Cyber Next?

Internet of Things: . ,
I (S:frl:;rt home devices ; "IN.I;EOFR@N—EsT@
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i Medical devices <1§HINGS§
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|

I Embedded devices s~

Gartner. 6 billion things connected by 2016
21 billion things by 2020
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The ‘Internet Of Things’ Will Be By Far The World’s
Largest Device Market

Billions

® [nternet Of Things

® Connected Cars
Wearables

® Connected/Smart TVs
Tablets
Smartphones

® Personal Computers

2014 2015E  2016E  2017E  2018E  2019E
BI INTELLIGENCE

Source: Bl Intelligence Estimates

loT will cause IP traffic to reach 1.6 zettabytes
by 2018, a 300% ri1 se
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IstheloTReal 'y ol nternet of Sensor scA)?GEI\lE-&E
May 8, 2015 by George Leopold in Enterprise Tech

The Price Of Sensors That Make Up The loT Will Keep
Falling

2004 2006 2008 2010 2012 2014 2016E 2018E 2020E

BI INTELLIGENCE

Source: Goldman Sachs, Bl Intelligence Estimates
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http://www.enterprisetech.com/2015/05/08/is-the-iot-really-internet-of-sensors/
http://www.enterprisetech.com/author/george/

GENEDGE
Manufacturing Threats

Intellectual property
Manufacturing lines (pPLCs designed in the 80s)
Chi ps coming on supplie

Viruses going out on your equipment into the
supply chain

Small companies are the weakest link and
therefore key targets of nefarious actors
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GENEDGE
What Happens When You're Hit?

4
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A 20% of all cyber - attacks hit small businesses with 250 or fewer employees

A Nearly 60% of small businesses go out of business within 6 months after being
victimized by cybercrime.

http://smallbusiness.foxbusiness.com/technology - web/2013/03/21/most - small - businesses - dont - recover - from - cybercrime /

Small businesses face greater threat from compuberckers

October 12, 2015
A Small businesses are increasingly being targeted because their security is notas  tough.

A 60 per cent of businesses hit by a cyber attack went out of business within six months.

http://threatbrief.com/small - businesses - face- greater - threat - from - computer - hackers - report - warns/
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http://smallbusiness.foxbusiness.com/technology-web/2013/03/21/most-small-businesses-dont-recover-from-cybercrime/
http://threatbrief.com/small-businesses-face-greater-threat-from-computer-hackers-report-warns/

GENEDGE

The Industrial Internet S

Estimated Number of Installed loT Devices by Sector
25

Bl INTELLIGENCE

How Many? o

20

A Transportation 2 :

.y - ‘g 15%

A Utility S sox :

A Communications £, o
A Business/IT :

A Military/LE
A Consumer

0% -
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Source: Bl Intelligence Estimates
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GENEDGE
The Internet of Industrial Things

http://bits.blogs.nytimes.com/2015/10/14/g-e-navigates-carefully-the-industrial-
mternet of th|nqs/’> r= 2&mtrref undeflned

The market for industrial
digital security products
and services IS more than

_ ‘_'_,,,;uumaww

,,.. Coe =, 32 billion a year and

atunununiun
e .' L5 X

Increasing 15% annually

Sid Snitkin of ARC Advisory Group, a research firm.

Gas turbines made at a General Electric plant in South Carolina are equipped with more than
3,000 sensors.Credit Mike Belleme for The New York Times

G.E. says it monitors the data flowing from 10 million
sensors on $1 trillion worth of equipment every day.
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http://bits.blogs.nytimes.com/2015/10/14/g-e-navigates-carefully-the-industrial-internet-of-things/?_r=2&mtrref=undefined

Surely It’s Fixed...?

The Top Devices Have Major Security Weaknesses

Insecure Software/Firmware
Insecure Web Interface

Lack of Transport Encryption
Insufficient Authentication

Raised Privacy Concerns

Failed to Protect Against Hackers Discovering
User Identity

Failed to Require Passwords
Vulnerable to XSS, Weak Credentials etc.

Use Unencrypted Network Services

Source: Hewlett Packard's Fortify on Demand
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Compliance and Liability Requirements “"E2&F
Increasing

Courtesy of/Adapted from Joe Jarzombek, Dir. For Software and Supply Chain Assurance, DHS CS&C

If your product
contains software,
even from a third
party, you may be
increasingly

liable and your
product may be
considered

defective, unless you:

¥.Avoid accepting software with malware pre-installed
¥.Determine that no publicly reported vulnerabilities remain in code
Y¥.Determine that exploitable software weaknesses are mitigated

woppEsPrior to operational acceptance



