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OWASP

• Open Web Application Security Project

– https://www.owasp.org/index.php/Main_Page

• “The Open Web Application Security Project (OWASP) is a 501(c)(3) 
worldwide not-for-profit charitable organization focused on improving the 
security of software. Our mission is to make software security visible, so 
that individuals and organizations worldwide can make informed decisions 
about true software security risks.”

https://www.owasp.org/index.php/Main_Page


CNBC Top 5 Cybersecurity Risks for 
2015

• Ransomware

• Internet of Things

• Cyber-espionage

• Cyber theft

• Insecure passwords

http://www.cnbc.com/2014/12/19/top-5-
cyber-security-risks-for-2015.html

http://www.cnbc.com/2014/12/19/top-5-cyber-security-risks-for-2015.html


PC World Top 5 Threats 2015

• Internet of Things

• Sophisticated DDoS (distributed DOS) Attacks

• Social Media Attacks

• Mobile Malware

• Third-party attacks

http://www.pcworld.com/article/2867566/exp
erts-pick-the-top-5-security-threats-for-
2015.html

http://www.pcworld.com/article/2867566/experts-pick-the-top-5-security-threats-for-2015.html


Wired Magazine 
The Biggest Security Threats We’ll Face in 2015

• Nation-state attacks

• Extortion (Sony hack)

• Data destruction (Sony hack included 
destruction)

• Bank card breaches (e.g. TJX, Barnes & Noble, 
Home Depot)

• Third-party breaches (Target)

• Critical infrastructure (Suxnet – Iran)
http://www.wired.com/2015/01/security-predictions-2015/

http://www.wired.com/2015/01/security-predictions-2015/


NBC News
The Year in Cybersecurity: 5 Threats to Watch in 2015

• Malicious messages that really look like the 
real thing

• Ransomware (cloud and phone)

• Point of sale attacks

• Targeting the 1 percent (the wealthy)

• Espionageware and cyberwar

http://www.nbcnews.com/tech/security/year-
cybersecurity-5-threats-watch-2015-n270271

http://www.nbcnews.com/tech/security/year-cybersecurity-5-threats-watch-2015-n270271


PCWorld – 10 common mobile security 
problems (from GAO)

1. Weak or disabled 
password protection

2. Lack of 2-factor 
authentication for 
sensitive transactions

3. Non-encrypted wireless 
transmissions

4. Malware
5. Lack of security software 

on phone

6. Out-of-date operating 
systems

7. Out-of-date installed 
software

8. No firewall on mobile 
device

9. Unauthorized 
modifications on mobile 
device (jailbreaking)

10. Connections to 
unsecured WiFi
networks

http://www.pcworld.com/article/2010278/10-common-mobile-security-problems-to-
attack.html

http://www.pcworld.com/article/2010278/10-common-mobile-security-problems-to-attack.html


Terminology

• Security Risk

• Threat

• Threat agent

• Attack vector

• Security weakness (vulnerability)

• Impact (technical, business)

• Security control



OWASP Image of Application Risk

https://www.owasp.org/index.php/Top_10_2013-Risk

https://www.owasp.org/index.php/Top_10_2013-Risk


Security Risk

• Risk is the likelihood that something bad will happen that causes harm to an 
informational asset (or the loss of the asset), combined with the magnitude or 
harm (impact).

• A vulnerability is a weakness that could be used to endanger or cause harm to an 
informational asset. A threat is anything (manmade or act of nature) that has the 
potential to cause harm.

• The likelihood that a threat will use a vulnerability to cause harm creates a risk. 
When a threat does use a vulnerability to inflict harm, it has an impact.

http://en.wikipedia.org/wiki/Information_security#Risk_management

http://en.wikipedia.org/wiki/Information_security

http://en.wikipedia.org/wiki/Information_security#Risk_management
http://en.wikipedia.org/wiki/Information_security


Threat

• A threat is a possible danger that might 
exploit a vulnerability to breach security and 
thus cause possible harm.

• Classifications

– Type – physical damage, loss of service, 
compromise of information or function, technical 
failures

– Origin – deliberate (intentional), accidental, 
environmental

http://en.wikipedia.org/wiki/Threat_(computer)

http://en.wikipedia.org/wiki/Threat_(computer)


Threat Agent

• An individual or group that can manifest a threat.

• Agent implies someone making a choice

– Maybe this person wants to do harm

– Maybe this person makes a choice that accidentally
does harm

– Agency therefore also implies an ethical dimension

http://en.wikipedia.org/wiki/Agency_(philosophy)

http://en.wikipedia.org/wiki/Moral_agency

http://en.wikipedia.org/wiki/Agency_(philosophy)
http://en.wikipedia.org/wiki/Moral_agency


OWASP Conception of Threat Agent

• Threat Agent = Capabilities + Intentions + Past Activities

• Classification
– Non-Target Specific: Non-Target Specific Threat Agents send computer viruses, 

worms, trojans and logic bombs.
– Employees: Staff, contractors, operational/maintenance personnel, or security 

guards who are annoyed with the company.
– Organized Crime and Criminals: Criminals target information that is of value to 

them, such as bank accounts, credit cards or intellectual property that can be 
converted into money. Criminals will often make use of insiders to help them.

– Corporations: Corporations who are engaged in offensive information warfare 
or competitive intelligence. Partners and competitors come under this 
category.

– Human, Unintentional: Accidents, carelessness.
– Human, Intentional: Insider, outsider.
– Natural: Flood, fire, lightning, meteor, earthquakes.

https://www.owasp.org/index.php/Category:Threat_Agent

https://www.owasp.org/index.php/Category:Threat_Agent


Attack Vector

• a mode of entry into a computer or networked 
system, allowing a person with malicious 
intent to damage, control, or otherwise 
interfere with operations. Much like disease 
vectors, attack vectors act as carriers, in this 
case for malicious code and other activities 
designed to cause harm to a computer system

http://www.wisegeek.com/what-is-an-attack-vector.htm

http://www.wisegeek.com/what-is-an-attack-vector.htm


Attack Vector

• The approach used to assault a computer system 
or network. A fancy way of saying "method or 
type of attack," the term may refer to a variety of 
vulnerabilities. For example, an operating system 
or Web browser may have a flaw that is exploited 
by a Web site. Human shortcomings are also used 
to engineer attack vectors. For example, a novice 
user may open an e-mail attachment that 
contains a virus, and most everyone can be 
persuaded at least once in their life to reveal a 
password for some seemingly relevant reason. 
See attack, vulnerability and social engineering.

http://encyclopedia2.thefreedictionary.com/attack+vector

http://encyclopedia2.thefreedictionary.com/attack+vector


Definitions of Vector
Google “What is a vector”. You may find something like this:

http://en.wikipedia.org/wiki/Vector_(epidemiology)

http://en.wikipedia.org/wiki/Euclidean_vector

http://en.wikipedia.org/wiki/Vector_(epidemiology)
http://en.wikipedia.org/wiki/Euclidean_vector


Examples of Attack Vectors

• Form fields in web 
pages

• Exposed accounts, 
session IDs, passwords

• Unprotected files or 
directories

• Exposed cryptographic 
keys

• Http requests

• Email messages and 
attachments

• An unsecured cell 
phone

• The user’s susceptibility 
to social engineering 
and deception

• Trojan horse software



Trojan Horse as an Attack Vector

• Trojan horse – malware the provides a back door to the 
system. That back door makes the Trojan an attack vector.

• Difference between Trojan horse, worm, and virus:
– http://www.webopedia.com/DidYouKnow/Internet/2004/virus.

asp

http://www.webopedia.com/DidYouKnow/Internet/2004/virus.asp


Security Weakness (Vulnerability)

• In computer security, a vulnerability is a weakness which allows an 
attacker to reduce a system's information assurance.
– http://en.wikipedia.org/wiki/Vulnerability_(computing)

• OWASP’s definition of vulnerability:
– https://www.owasp.org/index.php/Vulnerability
– A vulnerability is a hole or a weakness in the application, which can be a 

design flaw or an implementation bug, that allows an attacker to cause 
harm to the stakeholders of an application.

• Threat agents use attack vectors to exploit security weaknesses
(vulnerabilities) and exert negative impact on information and 
business assets. We try to prevent this through the use of security 
controls.

http://en.wikipedia.org/wiki/Vulnerability_(computing)
https://www.owasp.org/index.php/Vulnerability


OWASP Image of Application Risk

https://www.owasp.org/index.php/Top_10_2013-Risk

https://www.owasp.org/index.php/Top_10_2013-Risk


OWASP 2013 Top 10 Web Application 
Security Risks

1. Injection

2. Broken authentication 
and session 
management

3. Cross-site scripting (XSS)

4. Insecure direct object 
references

5. Security 
misconfiguration

6. Sensitive data exposure

7. Missing function level 
access control

8. Cross-site request 
forgery

9. Using components with 
known vulnerabilities

10. Unvalidated redirects 
and forwards

https://www.owasp.org/index.php/Top_10_2013-Top_10

https://www.owasp.org/index.php/Top_10_2013-Top_10


OWASP Mobile App Security Project

• Top 10 Mobile Risks:

https://www.owasp.org/index.php/OWASP_Mobile_Security_Project

https://www.owasp.org/index.php/OWASP_Mobile_Security_Project


With injection 
and XSS attacks, 
attack vectors 
are typically 
form fields on 
web pages or 
phone apps, or 
URL parameters. 

But, if data from 
a user gets into 
the database, 
then that 
database field 
potentially 
becomes an 
attack vector as 
well.

Attack Vector in OWASP Top-10 
Web Risks



SQL Injection Example
https://www.secureauth.com/Resources/Blo
g/September-2013/U-S-Financial-Hack-How-
SecureAuth-Could-Have-Helpe.aspx

Attack vectors (the form fields)

http://www.veracode.com/security/sql-injection

Vulnerability in code

Security control
-- use “prepared statements” 
(parameterized queries)

Impact
-- can be devastating. 
Example: suppose the user types this for 
the password instead:

*/ delete * from users;

Threat 
Agents

Threat (the malicious SQL script)

https://www.secureauth.com/Resources/Blog/September-2013/U-S-Financial-Hack-How-SecureAuth-Could-Have-Helpe.aspx
http://www.veracode.com/security/sql-injection


XSS Example

http://www.acunetix.com/blog/articles/blind-xss/

Attack vectors
Text based form 
fields in web 
pages or mobile 
apps

Threat
JavaScript or HTML

Attack vector 
moves to a 
field in the 
database

Vulnerability (in code)
Storing what the attacker 
enters into the database.Threat agent

Impact
mostly to end 
user

Security control
Encoding (escaping)

http://www.acunetix.com/blog/articles/blind-xss/


Encoded



Attack Vector in OWASP Top-10 
Web Risks

With this risk, the attack vector is the sessionid of the session between user 
(on browser) and web site.

Session ID is transmitted between browser and web server via GET 
requests/responses. Also sometimes stored in cookies.

If the sessionid is known it can be used to access session data, unless further 
authentication is done.



Session Sniffing and Hijacking

http://www.codeproject.com
/Articles/859579/Hack-proof-
your-asp-net-applications-
from-Session

Session Hijacking

Session Sniffing

http://www.pcauthority.com.au/Feature/35446
8,how-to-understanding-session-hijacking.aspx

Session IDs can also be “guessed” by 
brute strength approaches. Controls:

-- secure web sites (https, encrypted transmission)
-- automatic session timeouts
-- rotate session id after login
-- long, random session IDs (hard to guess)

http://www.codeproject.com/Articles/859579/Hack-proof-your-asp-net-applications-from-Session
http://www.pcauthority.com.au/Feature/354468,how-to-understanding-session-hijacking.aspx


Attack Vector in OWASP Top-10 
Web Risks

The attack vector for 
this type of attack is 
often via a URL 
parameter in REST.



Attack Vector in OWASP Top-10 
Web Risks



Missing Function Level Access Control 
Illustrated

• Attacker notices the URL 
indicates his role

/user/getAccounts

• He modifies it to another 
directory (role)

/admin/getAccounts, or

/manager/getAccounts

• Attacker views more 
accounts than just their 
own

https://www.onlinebank.com/user/getAccountshttps://www.onlinebank.com/user/getAccounts



Attack Vector in OWASP Top-10 
Web Risks

The attack vector for this type of attack 
is often files that are stored on disk. 
Configuration files for applications and 
services.

Or default accounts in DBMS (e.g. sa in 
Sql Server)



Attack Vector in OWASP Top-10 
Web Risks



Attack Vector in OWASP Top-10 
Web Risks
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Everyone Uses Vulnerable Libraries
29 MILLION 
vulnerable 

downloads in 
2011

Libraries 31

Library

Versions

1,261

Organizations 61,807

Downloads 113,939,358

Vulnerable 
Download

26%
Safe 

Download

74%

https://www.aspectsecurity.com/news/press/the-unfortunate-reality-of-insecure-libraries 



Attack Vector in OWASP Top-10 
Mobile Risks

Here, the attack vector is the phone 
laying around, especially if the phone is 
not password protected.



Questions?


