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The NIST Mission

̄ȹƶ ǺȉƶƌƶȺ± ɓ˱Ƞ˱ 
innovation and industrial 
competitiveness by 
advancing measurement 
science, standards, and 
technology in ways that 
enhance economic 
security and improve our 
ȅɔ"ŴĜȺʲ ƶí ŴĜí±˱̅
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Cost of an incident

ÅIn 2013, the average total cost of a single incident 
was $82,000 for North American small businesses. 
***

ÅAverage of $2.4 million for a targeted attack on a 
large enterprise.  ***

ÅTotal cost of cyber crime in the U.S. = $24-140 billion 
**

3
** McAfee, 2013 Economic Impact Report
*** Kaspersky Labs, Global Corporate IT Security Risks: 2013



Why Small Businesses?

ÅIn 2013, nearly one-third (31%) of all cyber attacks 

targeted businesses with fewer than 250 

employees*

Å41 percent of targeted attacks were aimed at 

businesses with 1-500 employees (increase of 61% 

from 2012) *

10/27/2016WWW.CSRC.NIST.GOV/NICE/ 4* Symantec 2014 Threat Report



WHAT IS INFORMATION/CYBERSECURITY?
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What is Information/cybersecurity?

ϝ{ƻǳǊŎŜΥ άDƭƻǎǎŀǊȅ ƻŦ YŜȅ LƴŦƻǊƳŀǘƛƻƴ {ŜŎǳǊƛǘȅ ¢ŜǊƳǎέΣ bL{¢ Lw тнфу
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Information Security - The protection of 
information and information systems from 
unauthorized access, use, disclosure, disruption, 
modification, or destruction in order to provide 
confidentiality, integrity, and availability .

Cybersecurity T̙he ability to protect or defend 
the use of cyberspace from cyber attacks.

άDƭƻǎǎŀǊȅ ƻŦ YŜȅ LƴŦƻǊƳŀǘƛƻƴ {ŜŎǳǊƛǘȅ ¢ŜǊƳǎέΣ bL{¢ Lw тнфу
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What is Information Security?
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What is Information and an Information System?

ÅInformation

ïEmail
ïInvoices
ïPayroll
ïEmployee Data
ïClient Data
ïProprietary Info
ïEtc.

ÅInformation System

Any integrated set of information 

technologyand people's activities 

for collecting , storing, processing 

and delivering information

10/27/2016WWW.CSRC.NIST.GOV/NICE/ 8



Confidentiality

What is Information Security?

Integrity

Availability

Unauthorized Access, Disclosure

Unauthorized Modification, Use

Disruption, Destruction



CYBERSECURITY IS GOOD FOR BUSINESS
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Customer Service

ÅCustomers want their private information protected 
and respected

ÅCustomers need to have confidence in you to 
continue doing business with you

ÅCustomers expect their data will be kept safe and 
accounted for by you

Just as you have your expectations of how those 
that you trade with will protect YOUR information

(Remember ςin general, you are the custodian of the data 
entrusted to your care ςyou are NOT the owner of that data)
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Legal Protection

Taking steps to ensure that your customer 
or employee data does not fall into the 
wrong hands (i.e., demonstrating due 
diligence) provides protection against 
liability
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The Cost

²ƘŀǘΩǎ ŀǘ Ǌƛǎƪ ǿƘŜƴ ȅƻǳ 5hbΩ¢ ƛƳǇƭŜƳŜƴǘ 
information security / cybersecurity?

ÅDecreased productivity

ÅIncreased labor costs

ÅLegal liability

ÅLoss of confidence

ÅAdverse reputation

ÅYour Business!

ÅYour personal assets!
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WHERE CAN WE START?
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What is Risk Management?
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versus

Potential
Loss

Protection
Costs



άC!waέ ςThe Risk Management Process
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FRAME

MONITOR

ASSESS

RESPOND

NIST SP 800-39, Managing Information Security Risk



Where Can We Start? ςFRAME

ÅDo you know what information you need to run 
your business?

ÅDo you know where the information is?

ÅDo you know which types of information are the 
most important?

ÅDo you know who has access to your sensitive 
business information?

Business Process Analysis

10/27/2016 17
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Exercise 1 ςIdentifying and prioritizing your 
ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ƛƴŦƻǊƳŀǘƛƻƴ ǘȅǇŜǎ

Type of 
Information

Type of 
Information

Type of 
Information

Employee PII Χ

Cost of revelation

(Confidentiality)

$$

Cost to verify information

(Integrity)
$$$

Cost of lost access

(Availability)
$$$

Legal costs

(Fines, Penalties, Notification)

$$

Repair Costs $

é

Impact Score 7
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Exercise 2 - Develop an Inventory
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Description(make, model, 
serial number, service ID, etc.)

Location Type of Information
(from Exercise 1)

Impact Score

1
WΦ {ƳƛǘƘΩǎ /Ŝƭƭ tƘƻƴŜ όά.ƭǳŜ 
.ƻȄέΣ Іррр-555-5555)

Mobile, BW 
Network

Employee PII; 
/ŀƭŜƴŘŀǊΤ ŜƳŀƛƭΤ Χ

7

(Moderate)

2

3

4

é

1.²Ƙŀǘ ǎȅǎǘŜƳǎ όǘŜŎƘƴƻƭƻƎȅ κ ǇŜƻǇƭŜ κ ƻǊƎŀƴƛȊŀǘƛƻƴǎύ άǘƻǳŎƘέ ȅƻǳǊ 
information?

2. Add the information type scores or use the highest score 

3. Consider any constraints (e.g. FIPS 199)



ASSESS THE RISK
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What is a Threat?

ÅA threat is a circumstance or event with the potential to 
adversely impact business assets

ÅA threat may be:

ïHostile / intentional

ïAccidental / unintentional

ïActive (requires action) or passive 

ïtƘȅǎƛŎŀƭΣ ŎȅōŜǊΣ ƘǳƳŀƴΣ ƻǊ άŀŎǘ ƻŦ DƻŘέ
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Physical Threats

ÅDisasters
ïFire (natural or man-made)

ïFlooding (natural or man-made, e.g, from burst pipes)

ïHurricane, tornado, earthquake (natural, locality-based)

ÅBusiness Resource Threats
ïNetwork/communications failure

ïEquipment (hardware) failure

ïApplication (software) failure

ïSupply chain disruption
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Hostile Threats

ÅWho are they and what do they want?

ïMoney

ïPolitics / Hacktivism / Revenge

ïFun / Boredom

ÅWhat are they after?

ïMoney

ïBusiness information

ïPersonally Identifiable Information (PII)

ïYour computing resources (for use in botnet)

ï!ŎŎŜǎǎ ǘƻ ȅƻǳǊ ŎǳǎǘƻƳŜǊǎΩ κ ǎǳǇǇƭƛŜǊǎΩ ǎȅǎǘŜƳǎ
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Hostile Attack Vectors

ÅSPAM

ÅSpoofing

ÅSnooping

ÅRansomware

ÅInsider threats

ÅSocial engineering

ÅPhishing & Spear Phishing

ÅTheft of information (data) and resources

ÅMalware (Malicious code ςviruses, worms, etc.)

10/27/2016WWW.CSRC.NIST.GOV/NICE/ 25

Click on me!



Exercise 3 ςIdentify threats to your business

10/27/2016WWW.CSRC.NIST.GOV/NICE/ 26

Info Type / Technology Info Type / Technology Χ

/ǳǎǘƻƳŜǊ tLL ƻƴ WΦ {ƳƛǘƘΩǎ 
Cell Phone

Confidentiality

Theft High

AccidentalDisclosure Mod

Integrity

Accidentalalteration Mod

Intentionalalteration Low

Availability

Accidental destruction

(fire, water, user error)

Low 

(Have off-site backups)

é

Overall Likelihood High



WHERE ARE SMALL BUSINESSES VULNERABLE?

WWW.CSRC.NIST.GOV/NICE/ 2710/27/201
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Recent Events

ÅHealthcare service provider Newkirk Products: Hackers 
accessed a server affecting up to 3.3 million people (August)

ÅTidewater Community College: Employee received a 
request from a fake TCC email address requesting employee 
W-2 information. At least 16 employees have reported false 
tax returns filed under their SSN. (March)

ÅSystemaSoftware: During a system upgrade, data storage 
was set up improperly and customer data, including that of 
multiple insurance companies, was made publically 
available on the internet for 75 days. (March)

ÅAustrian-based aerospace parts manufacturer FACC: 
accounting department was the target of cyber fraud 
resulting in the direct theft of ϵ50 million (January)

28https://www.identityforce.com/blog/2016-data-breaches



Case Study ςOnline Banking

ÅGreen Ford Sales Inc.

ïMalware distributed via malicious websites and phishing emails.

ïAt 1pm, hacker logged in to banking account, created nine new 
employees, transferred $63,000 to them.

ïAt 7:45am the next day, business owner discovered the transfers 
and called his bank.

ïBank was able to freeze the funds in six of the nine cases, but 
three had already withdrawn the money.

ïBusiness lost $22,000.

29

http://www.wsj.com/articles/SB1000142405
2702304567604576454173706460768



Case Study ςInsider Threat

ÅулΩǎ¢ŜŜǎΦŎƻƳ

ïNotified by Discover that cardholders using his site had 
experienced suspicious transactions on their accounts

ïCompany stopped collecting credit card data, brought in a 
forensic examiner and contacted the Secret Service

ÅFound no evidence of an intrusion

ïVisa and MasterCard complained about fraudulent charges

ïSource of breach was determined to be a former senior executive

ïCost = $200,000, not including lost sales

http://www.cnbc.com/id/101971980



Common Cybersecurity Vulnerabilities
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Where are you vulnerable to the threats?

ïUnsupported / unpatched hardware and software

ïIneffective / nonexistent policies & procedures

ïSeparation of personal and business activities

ïNew technologies / Internet of things

ïLack of oversight & training

ïLoose enforcement

ïWeak passwords

ïMobile Devices

ïSuppliers



DEVELOP A SECURITY STRATEGY
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¢ƘŜ /ȅōŜǊǎŜŎǳǊƛǘȅ CǊŀƳŜǿƻǊƪ Lǎ ŦƻǊ hǊƎŀƴƛȊŀǘƛƻƴǎΧ

Å Of any size, in any sector in (and outside of) the critical infrastructure
Å That already have a mature cyber risk management and cybersecurity program
Å That donôt yethave a cyber risk management or cybersecurity program
Å With a mission of helping keep up-to-date on managing risk and facing 

business or societal threats
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