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Cost of an incident

Aln 2013, the average total cost of a single incident
was$82,000for North American small businesses.

**k%*

AAverage of2.4 millionfor a targeted attack on a
large enterprise. ***

ATotal cost of cyber crime in the U.S$24-140 billion

**

Computer Security Resource Center ** McAfee, 2013 Economic Impact Report
*k*k . . .
N lsr http:/fcsre.nist.gov Kaspersky Labs, Global Corporate IT Security Risks:



Why Small Businesses?

Aln 2013, nearlpne-third (31%) of all cyber attacks
targeted businesses witlewer than 250

employeeg

A 41 percentof targeted attacks were aimed at
businesses witl-500 employeegincrease of 61%
from 2012) *

N H Computer Security Resource Center * Symantec 2014 Threat Report
http://csrc.nist.gov



WHAT IS INFORMATION/CYBERSECURITY?




What is Information/cybersecurity?

Information Security - The protection of P
Information and information systems from

unauthorized access, use, disclosure, disruption,
modification, or destruction in order to provide

confidentiality, integrity, and availability

Cybersecurity = The ability to protect or defend
the use of cyberspace from cyber attacks.

N E Computer Security Resource Center abtzaalNE 2% YsSe LyFzN¥hd
http://csrc.nist.gov
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What is Information Security?

N lg Computer Security Resource Center
http://csrc.nist.gov



What is Information and an Information System?

A Information A Information System
I Email Any integrated set ohformation
I Invoices technologyandpeople's activities
I Payroll for collecting , storing, processing
i Employee Data and delivering information
I Client Data
I Proprietary Info

I Etc.

N H Computer Security Resource Center
http://csrc.nist.gov



What is Information Security?

Confidentiality

Unauthorized Access, Disclosure

Integrity

Unauthorized Modification, Use

Availability

Disruption, Destruction

N H Computer Security Resource Center
http://csrc.nist.gov



CYBERSECURITY IS GOOD FOR BUSINESS
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Customer Service

ACustomers want their private information protected
and respected

ACustomers need to have confidence in you to
continue doing business with you

ACustomers expect their data will be kept safe and
accounted for by you

Just as you have your expectations of how those
that you trade with will protect YOUR information

(Rememberg in general, you are the custodian of the data
entrusted to your careg you are NOT the owner of that datal

N H Computer Security Resource Center
http://csrc.nist.gov



Legal Protection

Taking steps to ensure that your customer
or employee data does not fall into the
wrong hands (i.e., demonstrating due

diligence) provides protection against
liability

N H Computer Security Resource Center
http://csrc.nist.gov



The Cost / g
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iInformation security / cybersecurity

ADecreased productivity
Alncreased labor costs
AL egal liability

Al oss of confidence
AAdverse reputation
AYour Business!

AYour personal assets!

N H Computer Security Resource Center
http://csrc.nist.gov
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What is Risk Management?

Potential
Loss

Protection
Costs

vVersus

N H Computer Security Resource Center
http://csrc.nist.gov



a C! arbe Risk Management Process |
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NIST SP 8688 Managing Information Security Ri

N H Computer Security Resource Center
http://csrc.nist.gov



/
Where Can We Start® FRAME ‘ '

ADo you know what information you need to run
your business?

ADo you

ADo you
most im

ADo you

Know where the information 1s?

Know which types of information are the
portant?

KNow Who has access to your sensitive

business information?

Business Process Analysis

N H Computer Security Resource Center
http://csrc.nist.gov
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Exercise X Identifying and prioritizing your

2NBIYAT FGA2yQa AYyTF2N

Type of Type of Type of

Information Information Information
Employee PII X

Cost of revelation $$

(Confidentiality)

Cost to verify information $$%

(Integrity)

Cost of lost access $$$

(Availability)

Legal costs $$

(Fines, Penalties, Notification)

Repair Costs $

é

Impact Score 7

N H Computer Security Resource Center
http://csrc.nist.gov
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Exercise 2 Develop an Inventory

d e
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information?
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2. Add the information type scores or use the highest score
3. Consider any constraints (e.g. FIPS 199)

K

LJIS2 LJ S

Description(make, model,
serial number, service ID, etc.)

Location

Type of Information
(from Exercise 1)

Impact Score
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N H Computer Security Resource Center
http://csrc.nist.gov




ASSESS THE RISK
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VVulnerabilities

Weakness in security protections

reats

Environmental
Business Resources
Hackers / Criminals

P

4

Ikelihood — chance of threat affecting the business

Occurrence based on history / industry statistics
For adversarial threats: capability and intent

1

mpact — potential harm to the business

The theft or disclosure of sensitive business information

Business information or systems being modified

The loss of information or system availability

N H Computer Security Resource Center
http://csrc.nist.gov
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What is a Threat?

A A threat is a circumstance or event with the potential to
adversely impact business assets

A A threat may be:
I Hostile / intentional
I Accidental / unintentional
I Active (requires action) or passive
it KeaAOolrftZ O0SNE KdzYlryz 2NJ al O

e
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N H Computer Security Resource Center
http://csrc.nist.gov




Physical Threats

A Disasters
I Fire (natural or maimade)
I Flooding (natural or mamade,e.g from burst pipes)
I Hurricane, tornado, earthquake (natural, localiigised)

A Business Resource Threats
T Network/communications failure

I Equipment (hardware) failure
I Application (software) failure
I Supply chain disruption

N H Computer Security Resource Center
http://csrc.nist.gov



Hostile Threats

A Who are they and what do they want?
I Money
I Politics / Hacktivism / Revenge
I Fun / Boredom

A What are they after?
I Money
I Business information
I Personally Identifiable Information (PII)
I Your computing resources (for use in botnet)
i1 O0Saa (G2 @2dz2NJ Odzad2YSNBRQ Kk 4&dz

N H Computer Security Resource Center
http://csrc.nist.gov




A SPAM

A Spoofing

A Snooping

A Ransomware
A Insider threats

A Social engineering
A Phishing & Spear Phishing

A Theft of information (data) and resources

A Malware (Malicious code viruses, worms, etc.)

N H Computer Security Resource Center
http://csrc.nist.gov



Exercise ¥ ldentify threats to your business

Info Type / Technology Info Type / Technology X
[ dzaG2YSNI t LL 2y Wo { YAGKQa
Cell Phone
Confidentiality
Theft High
AccidentalDisclosure Mod
Integrity
Accidentalalteration Mod
Intentionalalteration Low
Availability
Accidental destruction Low
(fire, water, user error) (Have offsite backups)
e
Overall Likelihood High

N H Computer Security Resource Center
http://csrc.nist.gov



WHERE ARE SMALL BUSINESSES VULNERABLE?
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Recent Events

A Healthcare service provider Newkirk Productdackers
accessed a server affecting up to 3.3 million people (August)

A Tidewater Community Colleg&Employee received a
request from a fake TCC email address requesting employee
W-2 information. At least 16 employees have reported false
tax returns filed under their SSN. (March)

A SystemaSoftware:During a system upgrade, data storage
was set up improperly and customer data, including that of
multiple insurance companies, was made publically
available on the internet for 75 days. (March)

A Austrian-based aerospace parts manufacturer FACC
accounting department was the target of cyber fraud
resulting in the direct theft 050 million (January)

r

N lsr computer Security Resource Center pyne. inwww.identityforce.com/blog/2016data-breaches

http://csrc.nist.gov



Case Studyg Online Banking

A Green Ford Sales Inc.

I Malware distributed via malicious websites and phishing emails.

I At 1pm, hacker logged in to banking account, created nine new
employees, transferred $63,000 to them.

I At 7:45am the next day, business owner discovered the transfers
and called his bank.

I Bank was able to freeze the funds in six of the nine cases, but
three had already withdrawn the money.

I Business lost $22,000.

http://www.wsj.com/articles/SB1000142405
N H Computer Security Resource Center 2702304567604576454173706460768

http://csrc.nist.gov
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Case Study, Insider Threat ‘

Ay nQa¢SSaodpo2y

I Notified by Discover that cardholders using his site had
experienced suspicious transactions on their accounts

I Company stopped collecting credit card data, brought in a
forensic examiner and contacted the Secret Service
AFound no evidence of an intrusion

I Visa and MasterCard complained about fraudulent charges
I Source of breach was determined to be a former senior executive
I Cost = $200,000, not including lost sales

http://www.cnbc.com/id/101971980

N H Computer Security Resource Center
http://csrc.nist.gov



Common Cybersecurity Vulnerabilities

Where are you vulnerable to the threats?

N H Computer Security Resource Center
http://csrc.nist.gov

Unsupported / unpatched hardware and software
Ineffective / nonexistent policies & procedures

Separation of personal and business activities Q&

New technologies / Internet of things

Lack of oversight & training

Y
Loose enforcement \ ﬁ
Weak passwords Q\\\* g,
Mobile Devices " -

Suppliers



DEVELOP A SECURITY STRATEGY
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Of any size, in any sector in (and outside of) the critical infrastructure
That already have a mature cyber risk management and cybersecurity program
Thatd o n 0 haveyaecyber risk management or cybersecurity program

With a mission of helping keep up-to-date on managing risk and facing
business or societal threats

To o o I

N H Computer Security Resource Center
http://csrc.nist.gov



